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National Security

Hackers breach some White House
computers
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Hackers thought to be working for the Russian government breached the

unclassified White House computer networks in recent weeks, sources

said, resulting in temporary disruptions to some services while

cybersecurity teams worked to contain the intrusion.

White House officials, speaking on the condition of anonymity to discuss

an ongoing investigation, said that the intruders did not damage any of

the systems and that, to date, there is no evidence the classified network

was hacked.

“In the course of assessing recent threats, we identified activity of

concern on the unclassified Executive Office of the President network,”

said one White House official. “We took immediate measures to evaluate

and mitigate the activity. . . . Unfortunately, some of that resulted in the

disruption of regular services to users. But people were on it and are

dealing with it.”

The FBI, Secret Service and National Security Agency are all involved in

the investigation. White House officials are not commenting on who was

behind the intrusion or how much data, if any, was taken.

“Certainly a variety of actors find our networks to be attractive targets

and seek access to sensitive information,” the White House official said.

“We are still assessing the activity of concern.”

U.S. officials were alerted to the breach by an ally, sources said.

Recent reports by security firms have identified cyber-espionage

campaigns by Russian hackers thought to be working for the

government. Targets have included NATO, the Ukrainian government

and U.S. defense contractors. Russia is regarded by U.S. officials as being

in the top tier of states with cyber-capabilities.
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In the case of the White House, the nature of the target is consistent with

a state-sponsored campaign, sources said.

The breach was discovered two to three weeks ago, sources said. Some

staffers were asked to change their passwords. Intranet or VPN access

was shut off for awhile, but the email system, apart from some minor

delays, was never down, sources said.

White House officials said that such an intrusion was not unexpected.

“On a regular basis, there are bad actors out there who are attempting to

achieve intrusions into our system,” said a second White House official.

“This is a constant battle for the government and our sensitive

government computer systems, so it’s always a concern for us that

individuals are trying to compromise systems and get access to our

networks.”

The Russian intelligence service was believed to have been behind a

breach of the U.S. military’s classified networks, which was discovered in

2008. The operation to contain the intrusion and clean up the

computers, called Buckshot Yankee, took months.

That incident helped galvanize the effort to create U.S. Cyber Command,

a military organization dedicated to defending the country’s critical

computer systems — including those in the private sector — against

foreign cyberattack, as well as helping combatant commanders in

operations against adversaries. The command is expected to have some

6,000 personnel by 2016, officials said.

When directed by the president or defense secretary, Cyber Command

can undertake offensive operations.
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Craig Whitlock contributed to this report.

Ellen Nakashima is a national security reporter for The Washington Post. She focuses

on issues relating to intelligence, technology and civil liberties.

White House officials said the hackers did not damage any of the systems when they
breached the unclassified network, and to date, there is no evidence that the classified
network was hacked. (Pablo Martinez Monsivais/AP)

Follow Follow @nakashimae@nakashimae

 SHARE ON FACEBOOK  SHARE ON TWITTER! " 

' 238  COMMENTS

Discussion Policy238 Comments

Mentioned in this story and want to comment? Learn more

Please Sign In to CommentPlease Sign In to Comment

MoreMore

1 ·

What comes around, goes around. This administration is the most corrupt and

incompetent bunch of narcissistic thugs our nation has ever endured.
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Interesting that all these attacks are happening at a time when FBI and NSA are looking

for more powers. haha I know..but its just a thought 
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Not at all surprising. The Cyber-Security Czar, Michael Daniel, that Obama appointed

publicly bragged about his having NO technical education nor technical background. I

believe he stated that this way he wouldn't be distracted. Really? Why is the NSA not being

proactive in monitoring our vital areas- White House, military/defense contractors,

infrastructure/utilities, just to name a few? Yet the push is for EVERYTHING be connected

24/7. The opportunities for cyber chaos are going to be enormous and with the seemingly

daily hacks, one would think the government would take all of this far more seriously.
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This is what happens when doltish democrats are more concerned about the war

on republicans and libertarians rather than our actual enemies.
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When you say real enemies - do you mean US paranoia.  

 

Why does the USA have so many enemies. Why are they involved in the

Middle East, Sth and Latin America, Africa and Asia in conflicts and

interventions. Why has the USA attacked more than 70 countries since

WW2 - more than China, Russia/ USSR combined and a few more

countries.
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First the White House couldn't prevent a nut from jumping the fence and waltzing into the

White House through and UNLOCKED door. Now we find that the Russian have hacked

White House Computers. The incompetent Obama regime gets absolutely nothing right.
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You have not found out who hacked the computers.
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Did they hack Obama Ipad that he insisted on using even though he was warned it

couldn't be completely secured? Probably because he need to have his daily Scrabble

game with his half-sister in Hawaii per her interview in 2013.
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How useless a comment is that. Idiot.
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sullivanjm-------Why, because you didn't think of it ?

Jim Evans

Like Share

Advertisement

1

2

3

4

5

Most Read World

The flying of
unauthorized drones at
sta...

To counter rise of Islamic
State, Jorda...

In the UAE, the United
States has a quiet, ...

In Beijing, Obama
stresses Am...

The Berlin Wall fell 25
years ago, but Ger...

The Most Popular All Over

TIME

Obamacare Site to Open Early
to...

SALON

Man eating nothing but Olive
Garden...

THE DENVER POST

Hochman: Peyton Manning gets
the...

Advertisement

Our Online Games

Play right from this page

Genre(s):
Spider Solitaire

  Card
Spider Solitaire is known as the
king of all solitaire games!

Genre(s):
52 card pickup

  Card
Pick up cards as fast as you can!

Genre(s):
Tri-Peaks Solitaire

  Card
Reveal cards as you clear your way
to the top!

Genre(s):
Carniball

  Arcade
This amusment park classic will
bring back some joyous memories

 trending articles

12 British Sayings That Americans
Don't Understand

7 Signs It's Time to Quit Your Job

6 Yogurt Mistakes That Can Make
You Gain Weight

washingtonpost.com

© 1996-2014 The Washington Post

 

Help and Contact Us

Terms of Service

Privacy Policy

Submissions and Discussion Policy

RSS Terms of Service

Ad Choices

Advertisement

2FA One
The #1 deployed CJIS AA Solution! Authentication & SSO in one

All Comments

Pause live updates (Newest First )

Sections *    Sign In  SubscribeSearch +

http://googleads.g.doubleclick.net/aclk?sa=L&ai=CgCLPmsdgVNKdLcn09QXWuYCwC7KVn5gHmsf8ypUBzf30gQEQASDZ9dMXYNkCyAEC4AIAqAMByAOdBKoEngJP0CR74am5erYM3F8B05EDFq4yJXDc0XNfVehTynRxc7xP5dgejlx1_T2mP7KE4ZMekQXkKJRZpw2UEB2LkMBCaoQwKYEuHOx_VZN72bymbl-XCjw-FZhiDfyHTE0fYeFUpCet5PBYQdE7lrOS1serLwYGHr3dIdIdANimeMsbAb21GY6LT-fvOCvAeIUJwpmrbRb4JtzcQuuMeb7iiETjGDGigEnFN0sISlmISUiPiPWQ5jeoVI5REQxyPrBsFMhQv7tSNkn7iql6mT2i00A5FlNaAv_hUa8RXWHaxbHtFslvCEF6jlW05zk4TBJXQZrvl_ylPv4e1qBYwYkOMkVArVK0hoqfv_072_JfTmlAtvMXPd1G2JrSAlpK0rGh4AQBoAYCgAekh_QS&num=1&sig=AOD64_0mP1XQ-mLgqbNOrUoHYxUnnpH1FA&client=ca-pub-3980300725513096&adurl=http://www.igorman.com
http://www.washingtonpost.com/world/national-security
http://www.washingtonpost.com/world/national-security/hackers-breach-some-white-house-computers/2014/10/28/2ddf2fa0-5ef7-11e4-91f7-5d89b5e8c251_story.html#
http://www.washingtonpost.com/people/ellen-nakashima
mailto:ellen.nakashima@washpost.com?subject=Reader%20feedback%20for%20'Hackers%20breach%20some%20White%20House%20computers'
http://www.googleadservices.com/pagead/aclk?sa=L&ai=C-wo0nMdgVJDpDpGA9gWQsoKQDsr869YF0tOe2MIBwpj3vqACEAEg2fXTF2DZAqABrtL6yQPIAQOpAieJ8xhvsLo-4AIAqAMByAOdBKoEngJP0CBOeEHPoToMmZEs_JCvS1XODaCZGS8MXFnHokq4xcd0mLbPRwuXdcA4x15SoHxGmaRqoIJ44EA1jNWiNq1x63_4-lCGnx3NYY_G3JXHPgP_2SQmDpG0bN9WC0yZ-o9eMDglvoQXvY1v4KvCjV1GJIhTsHLAj8p7JmfcO8qM3dFnV_TLzO4EPPFMGhOjC_wrk9bYlC1INyn-mrXJ8UnIXNvYNblSWRXj-YB3oKpou6ZPm86BCwsV4i39jrxfF7ApYLKTpXu0k1Spd-p9Um-aJHVcQFzf1qqI2i-eNK1k-aX-FedNfQWHG7ITMcc0Yj2Sq_3TXPELzF6EpxDcVX70AnIDw-GiA12WzVqvSnyn3_rS1gyfE4iPFpDkcp1_4AQBiAYBoAYDgAe6rYU2&num=1&cid=5GjEefCDA8LaApJTAHfVayqu&sig=AOD64_3Pd9WfvYwvZZ-iCLRS03S3D2Seaw&client=ca-pub-3980300725513096&adurl=http://www.aircargonews.net/subscribe/digital-subscription.html
http://googleads.g.doubleclick.net/aclk?sa=l&ai=Ceft-nMdgVM3iO4b09QXVq4DwAanEwJAG0dighdMBwI23ARABINn10xdg2QKgAZvXgO4DyAEC4AIAqAMByAOdBKoEnAJP0Fm1V2amC6jC6U0rcSdh3y6XTEtwrS9yfAAUtKVAiVSYm0ZeK67oqfAHFIaG4v8IoSrxQgCOZyYKn1aSMGVDVCtUUwoROKfxCzNxSe6Yla5cAiUnavrl7qW-gaxoY1vA8wBxLIU8S6EXAwAKQGaGS2mGR7QoXFoF0JyFz5JDP0Wrtadak3mV1LhyA9FWqvS2o_JQ9sjxmpmb59wlTQ15v8iG-neR5ksOzYK3cPuNCmthT-UTMwy24W8GUsM4TuDBBy3YpVPT-UpHEXJy22fKblradAp2pVhIIu6v--sDvsHd0qXTjgL8Z9upZxv7Ooy1YM6g6XW-Ht3q8RvMaTdEdPcix4DObyIJ2JdgM7qP8MndzEZx8upWL9rm5uAEAaAGAoAHzaj_EQ&num=1&sig=AOD64_3syfGXY7IJaloeEtjIgLbEJP_32w&client=ca-pub-3980300725513096&adurl=http://www.zendesk.com/%3Futm_source%3Dgoogle%26utm_medium%3Ddisplay%26utm_campaign%3Dcm-us-managed_web-based
http://www.washingtonpost.com/world/national-security/russian-hackers-use-zero-day-to-hack-nato-ukraine-in-cyber-spy-campaign/2014/10/13/f2452976-52f9-11e4-892e-602188e70e9c_story.html
http://www.washingtonpost.com/national/national-security/cyber-intruder-sparks-response-debate/2011/12/06/gIQAxLuFgO_story.html
https://twitter.com/intent/follow?original_referer=http%3A%2F%2Fwww.washingtonpost.com%2Fworld%2Fnational-security%2Fhackers-breach-some-white-house-computers%2F2014%2F10%2F28%2F2ddf2fa0-5ef7-11e4-91f7-5d89b5e8c251_story.html&region=follow_link&screen_name=nakashimae&tw_p=followbutton
http://www.washingtonpost.com/world/national-security/hackers-breach-some-white-house-computers/2014/10/28/2ddf2fa0-5ef7-11e4-91f7-5d89b5e8c251_story.html#
http://www.washingtonpost.com/world/national-security/hackers-breach-some-white-house-computers/2014/10/28/2ddf2fa0-5ef7-11e4-91f7-5d89b5e8c251_story.html#
http://www.washingtonpost.com/blogs/ask-the-post/discussion-and-submission-guidelines/
http://www.washingtonpost.com/blogs/ask-the-post/wp/2014/02/27/comments-what-is-a-preferred-commenter/
http://www.washingtonpost.com/world/national-security/hackers-breach-some-white-house-computers/2014/10/28/2ddf2fa0-5ef7-11e4-91f7-5d89b5e8c251_story.html
http://www.washingtonpost.com/world/national-security/the-flying-of-unauthorized-drones-at-stadiums-prompts-safety-concerns/2014/11/09/20f3ae50-65d3-11e4-9fdc-d43b053ecb4d_story.html?tid=pm_world_pop
http://www.washingtonpost.com/world/middle_east/to-counter-rise-of-the-islamic-state-jordan-imposes-rules-on-muslim-clerics/2014/11/09/4d5fce22-5937-11e4-bd61-346aee66ba29_story.html?tid=pm_world_pop
http://www.washingtonpost.com/world/national-security/in-the-uae-the-united-states-has-a-quiet-potent-ally-nicknamed-little-sparta/2014/11/08/3fc6a50c-643a-11e4-836c-83bc4f26eb67_story.html?tid=pm_world_pop
http://www.washingtonpost.com/world/in-beijing-obama-renews-push-for-trade-pact-he-says-could-be-historic-agreement/2014/11/10/8939a2e2-68a0-11e4-a31c-77759fc1eacc_story.html?tid=pm_world_pop
http://www.washingtonpost.com/blogs/worldviews/wp/2014/10/31/the-berlin-wall-fell-25-years-ago-but-germany-is-still-divided/?tid=pm_world_pop
https://subscribe.washingtonpost.com/acquisition/?promo=dgpostmost_default&tid=s_016
http://www.washingtonpost.com/themost?tid=themost_sb_header
http://www.time.com/
http://time.com/3575750/obamacare-healthcare-barack-obama/
http://www.salon.com/
http://www.salon.com/2014/11/06/man_eating_nothing_but_olive_garden_speaks_out_i_have_not_had_one_meal_that_was_not_just_perfect/
http://www.denverpost.com/
http://www.denverpost.com/popular/ci_26904196?source=most_viewed
http://www.washingtonpost.com/themost?tid=themost_sb_img
https://googleads.g.doubleclick.net/aclk?sa=L&ai=BakHercdgVO6wAdf49QWFnYDYBPLtjN8EAAAAEAEg8tuFITgAWPLWnbe5AWDZArIBFnd3dy53YXNoaW5ndG9ucG9zdC5jb226AQlnZnBfaW1hZ2XIAQLaAZoBaHR0cDovL3d3dy53YXNoaW5ndG9ucG9zdC5jb20vd29ybGQvbmF0aW9uYWwtc2VjdXJpdHkvaGFja2Vycy1icmVhY2gtc29tZS13aGl0ZS1ob3VzZS1jb21wdXRlcnMvMjAxNC8xMC8yOC8yZGRmMmZhMC01ZWY3LTExZTQtOTFmNy01ZDg5YjVlOGMyNTFfc3RvcnkuaHRtbMACAuACAOoCIS83MDEvd3BuaS53b3JsZC9uYXRpb25hbC1zZWN1cml0efgC9NEekAOwCZgDpAOoAwHIA50E0ASQTuAEAZAGAaAGFA&num=0&cid=5Gi1BVOZGumOJj4JNDX0A-TM&sig=AOD64_1NoBJPp69prvXoa4hdk0vzjg7gQg&client=ca-pub-3671346551221509&adurl=https://subscribe.washingtonpost.com/acquisition/%3Fpromo%3Ddgboxad%26wpsrc%3DCM0000183%26ttexclude%3D1
javascript:void(0)
javascript:void(0)
javascript:void(0)
javascript:void(0)
http://trove.com/?via=WashPostTroveWidget
https://trove.com/me/content/EWHYW?chid=161153&_p=trending&utm_source=wp&utm_medium=Widgets&utm_campaign=wpsrTrendingExternal-1-opt
https://trove.com/me/content/bnWE9?chid=144928&_p=trending&utm_source=wp&utm_medium=Widgets&utm_campaign=wpsrTrendingExternal-1-opt
https://trove.com/me/content/AwHUW?chid=144928&_p=trending&utm_source=wp&utm_medium=Widgets&utm_campaign=wpsrTrendingExternal-1-opt
http://www.washingtonpost.com/
http://www.washingtonpost.com/actmgmt/help/
http://www.washingtonpost.com/terms-of-service/2011/11/18/gIQAldiYiN_story.html
http://www.washingtonpost.com/privacy-policy/2011/11/18/gIQASIiaiN_story.html
http://www.washingtonpost.com/discussion-and-submission-guidelines/2011/11/21/gIQAuvIbiN_story.html
http://www.washingtonpost.com/rss-terms-of-service/2012/01/16/gIQAadFYAQ_story.html
http://www.washingtonpost.com/how-can-i-opt-out-of-online-advertising-cookies/2011/11/18/gIQABECbiN_story.html
http://www.googleadservices.com/pagead/aclk?sa=L&ai=C2Bx3qsdgVLO9HtDW9AW62ICIDq6TotoFttSh5rEB-56T6WkQASDZ9dMXYNkCoAGahd7dA8gBAuACAKgDAcgDnQSqBKECT9CJ6QGiAmRzgWvS5lBU3anfcwra-ThdOgb4ZjpoxGMmy-xNtdHtIzz03hMD4e2OKblq6vHL9nfN4Bn8VUmfTccNz0AXTzF8g7HhAkNJWLOg2-bYPnfOiQ5YrFrXy86EP9Vo8HtMf1NTAsm-4kpX2YK7wYc1YW3YqGzkLj6KG6TstTGVaiR9A4of99KBehMvvyaIKB3n20ieU_CIYFcLvNQo_10YqDRThSp0cy-1A5-pl8DxQYLaBPM5VVirbx0LKccX8JanLFDX-fJqjMYdH87COx3DqgW6TcxeuZBu1cdUA5JeYtUVHbMQXJ59p7ZQ29zS4pAdreT8JrQByRBbuf_9ICwWBfwDjoLlCsukkXsvMDYJo9g01FNYIndogFRqyOAEAYgGAaAGAoAHzvqhIg&num=1&cid=5GgkM_M0NoRc-SDcf_IKpQLF&sig=AOD64_3nzDCsmqIeINE6toO6xIJV_v2Ymg&client=ca-pub-3980300725513096&adurl=http://www.thetileapp.com/%3Futm_source%3DAdWords%26utm_medium%3DCPC
http://googleads.g.doubleclick.net/aclk?sa=L&ai=Ct2QNn8dgVNecA8Ol9AXemoHQDef3mZQGn_PRnsQBwI23ARABINn10xdg2QLIAQGoAwHIA8IEqgT9AU_QAp1OeirW-RfZTGp1_-78N_y65Ey6vINSQRzjiYkuFupfwvapS_Q7hEJtvmcGOzxP01it3RreHsD9evOK8ydBoaDoYwB1jaNUVNs1v3Uel0kjrpoU40dl47P5NLpQsf398iUO3DX2Q8QkNz92FSHf6hgYTss_nVJ5-uTac_CwKWDcEeCYFzFmNbLQCLHVf6vduyFSKCfbu6kNpWErznA4ZkWXsAztbTV8iXSecbe0YmnYOoSV2iCXtgTEhrbhNRfbL1HKa6PjEc5OxqmCMvg60MfS70ok_U5GRVGzhZjT9fDq2BCYrzsTgvmybR9As2xfLccAjzo1KGNx-Q6AB_Px_gQ&num=1&sig=AOD64_0piX6kQfawmCj1l8bd3GHB1rFQjg&client=ca-pub-3980300725513096&adurl=http://2fa.com
http://googleads.g.doubleclick.net/aclk?sa=L&ai=Ct2QNn8dgVNecA8Ol9AXemoHQDef3mZQGn_PRnsQBwI23ARABINn10xdg2QLIAQGoAwHIA8IEqgT9AU_QAp1OeirW-RfZTGp1_-78N_y65Ey6vINSQRzjiYkuFupfwvapS_Q7hEJtvmcGOzxP01it3RreHsD9evOK8ydBoaDoYwB1jaNUVNs1v3Uel0kjrpoU40dl47P5NLpQsf398iUO3DX2Q8QkNz92FSHf6hgYTss_nVJ5-uTac_CwKWDcEeCYFzFmNbLQCLHVf6vduyFSKCfbu6kNpWErznA4ZkWXsAztbTV8iXSecbe0YmnYOoSV2iCXtgTEhrbhNRfbL1HKa6PjEc5OxqmCMvg60MfS70ok_U5GRVGzhZjT9fDq2BCYrzsTgvmybR9As2xfLccAjzo1KGNx-Q6AB_Px_gQ&num=1&sig=AOD64_0piX6kQfawmCj1l8bd3GHB1rFQjg&client=ca-pub-3980300725513096&adurl=http://2fa.com
http://www.washingtonpost.com/world/national-security/hackers-breach-some-white-house-computers/2014/10/28/2ddf2fa0-5ef7-11e4-91f7-5d89b5e8c251_story.html#
https://account.washingtonpost.com/actmgmt/registration/login/long?destination=http://www.washingtonpost.com/world/national-security/hackers-breach-some-white-house-computers/2014/10/28/2ddf2fa0-5ef7-11e4-91f7-5d89b5e8c251_story.html&nid=top_pb_signin
https://account.washingtonpost.com/acquisition/?nid=top_pb_subscribe&destination=http://www.washingtonpost.com/pb/world/national-security/hackers-breach-some-white-house-computers/2014/10/28/2ddf2fa0-5ef7-11e4-91f7-5d89b5e8c251_story.html

