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District of Maple Ridge computers hacked

R
The District of Maple Ridge servers were breached July 2, but because there was no activity, the break-in wasn’t discovered until July 21.
Users were notified July 26.
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Someone, or more likely, something, broke into the
District of Maple Ridge’s computer system earlier this
month, but all signs are that it was an automated probe Tweet /3
rather than some devious hacker out to do mischief.
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“From all the information that we have so far, we don’t
believe that anybody’s personal information was
compromised,” information services manager Christina
Crabtree said Tuesday. District of Maple Ridge computers hacked
Maple Ridge harmonizing with Metro

All signs indicate the breach was done by third-party Premier visits Maple Ridge
software installed onto the district’s server. Such Computer stolen from Maple Ridge bank
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software constantly tries to access high-profile systems.
“We don’t know that for a fact. That’s what it looks like.”

Nevertheless, the district is advising people who use My Maple Ridge online services to pay for permits, to change
their security questions and passwords.

Some of the information that could have been at risk are names, addresses and bank account numbers used for pre-
authorized withdrawal systems for paying taxes.

But that information is comparable to what would be found on a personal cheque.
Residents using that service will be updated following a security review of the incident.

The breech took place July 2, but because there was no activity, the break-in wasn’t discovered until July 21.
Someone else in the information technology field alerted the district.

“We don’t believe any data was actually accessed, but the potential risk was there for 19 days,” Crabtree said.

“As soon as we knew there was a potential problem, we shut the system down so there was no further access.”
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Public notification of the breach didn’t take place until last Friday, July 26, because the information services
department was focusing on securing the system.

About 6,000 e-mails or letters have been sent to residents alerting them of the break-in.

A security notice on the district’s website says the computer systems don’t contain social insurance, driver’s licence,
credit or debit card numbers. Most online payments are done offsite via a third party.

At most, a hacker would have had access to no more information than what’s available on a personal cheque.

Crabtree said there’s no idea where the security breech came from and pointed out any high-profile site that offers
online services are at constant risk.

“Trying to break in is common. This is the first in the district that we’ve had to deal with.”

To illustrate, she pointed out that 97 per cent of all the e-mail received by the district is either filtered out as spam or
junk e-mail, with only three per cent actually getting to recipients’ desks.

“We're not unusual in that regard.”

Most of the only services have now been restored. An independent security assessment will follow, taking about 10
days, to confirm that no personal information had been compromised.

That will followed by a broader audit of the district’s computer security.
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Jon Peters - Top Commenter - President/CEO at WebsiteCM.com

Having developed websites as a programmer for 15 years, the
technical details here don't seem to be in alignment.

When a site is probed, it is done by a person with intention of
hacking the site. The initial probe uses automated software to test
for vulnerabilities. That probe then typically sends the notification to
the would-be hacker that a site is vulnerable.

The next step, is for the hacker to exploit the vulnerability to install
software (commonly referred to as a trojan or a backdoor but
referred to in this article as third-party software), which allows the
hacker to execute commands on the server, and almost always gives
a dangerous amount of control and access to run commands. It
wouldn't make sense for a hacker to install software that does not do
so. The extent of the breach would have been to the extent of the
software installed and the environment in which it was installed.
Some such software provides complete and total access to
everything, the most common such program I've seen is called C99
which you never want to see on your system.

A correct diagnosis in my opinion would be, "a hacker would have
had access to no more information than what's available on the

server."

I look forward to hearing details of the audit. IMHO the first thing
listed should be to not use 11S6 and windows 2003.
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