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The Switch

Latest FTC enforcement action shows
why it’s so hard to figure out who to
trust online
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TRUSTe, a company that is supposed to help consumers figure

out which sites to trust online, deceived consumers, the Federal

Trade Commission alleged in a complaint disclosed Monday.

Since 1997, TRUSTe  says it has certified the privacy chops of

thousands of Web sites -- giving them a digital "privacy seal" to

display on their sites as a sign that they could be trusted. It

claims big names as clients, including McDonald's and the New

York Times.

But the FTC says that the organization failed to conduct annual

re-certifications of companies holding TRUSTe privacy seals in

over 1,000 cases bewteen 2006 and 2013, despite claiming on

its Web site that it conducted such re-certifications yearly. It

also says TRUSTe failed to require companies using its seals to

update references to the organization’s non-profit status after it

became a for-profit company in 2008. 

“TRUSTe promised to hold companies accountable for

protecting consumer privacy, but it fell short of that pledge,”

said FTC Chairwoman Edith Ramirez in a press release.  “Self-

regulation plays an important role in helping to protect

consumers.  But when companies fail to live up to their

promises to consumers, the FTC will not hesitate to take

action."

The company has agreed to settle charges related to the alleged

deception. Under the settlement the company will be

prohibited from misleading consumers about its certification

process, report on its activities related to a children's Internet

safety law and other regulation for 10 years, and pay

$200,000. In a blog post, TRUSTe chief executive Chris Babel

acknowledged the issues and said they were fixed in 2013.

"At TRUSTe we take very seriously the role we play in the

privacy ecosystem and our commitment to supporting our

customers. And if we fall short, we admit it, we address the

issue, and we move forward," he wrote.
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The FTC is the de facto privacy federal government privacy

watchdog, but its powers are primarily related to protecting

consumers from deceptive and unfair practices.

Monday's settlement raises even more questions about how

much consumers should trust the companies that claim to offer

a sense of security online.

This post has been updated to include comments from a

TRUSTe blog post on the settlement. 

Andrea Peterson covers technology policy for The

Washington Post, with an emphasis on cybersecurity,

consumer privacy, transparency, surveillance and open

government.
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The Federal Trade Commission building is seen in Washington on March 4,
2012. (REUTERS/Gary Cameron)

 SHARE ON FACEBOOK  SHARE ON TWITTER! " 

' 0  COMMENTS

Discussion Policy0 Comments

Mentioned in this story and want to comment? Learn more

Please Sign In to CommentPlease Sign In to Comment

There are no comments yet

Advertisement

1

2

3

4

5

Most Read Business

Data is Uber's
business. But
protecting it ...

Uber executive
stirs up privacy
controversy

America's favorite
really bad movies

The world's biggest
chocolate-maker says
we're running...

Where to go to
college if you want
the hig...

The Most Popular All Over

THE WASHINGTON POST

Police, protesters argue
over 'rules of...

THE ATLANTIC

The Real Roots of Midlife
Crisis

HONOLULU STAR-ADVERTISER

Teacher arrested in
Waikiki for alleged...

Our Online Games

Play right from this page

Genre(s):

Spider Solitaire

  Card
Spider Solitaire is known as
the king of all solitaire

games!

Genre(s):

52 card pickup

  Card
Pick up cards as fast as you
can!

Genre(s):

Tri-Peaks Solitaire

  Card
Reveal cards as you clear
your way to the top!

Genre(s):

Carniball

  Arcade
This amusment park classic
will bring back some joyous

memories

 trending articles

Model Janice Dickinson Says
Bill Cosby Sexually Assaulted
Her...

Study shows that people who
speak two languages have
more eff...

Here's How To Figure Out
Everything Google Knows
About You
washingtonpost.com

© 1996-2014 The Washington Post

 

Help and Contact Us

Terms of Service

Privacy Policy

Submissions and Discussion Policy

RSS Terms of Service

Ad Choices

NEXT STORY

New York City unveils the payphone
of the future—and it does a whole lot
more than make phone calls

Emily Badger · November 17

All Comments

Pause live updates (Newest First )

Sections *    Sign InSearch +

http://googleads.g.doubleclick.net/aclk?sa=L&ai=BdROfhi5sVLPhLIGpugTvuICoCPL51rAGAAAAEAEg8tuFITgAWMqTp4nkAWBpsgEWd3d3Lndhc2hpbmd0b25wb3N0LmNvbboBCWdmcF9pbWFnZcgBA9oBkwFodHRwOi8vd3d3Lndhc2hpbmd0b25wb3N0LmNvbS9ibG9ncy90aGUtc3dpdGNoL3dwLzIwMTQvMTEvMTcvbGF0ZXN0LWZ0Yy1lbmZvcmNlbWVudC1hY3Rpb24tc2hvd3Mtd2h5LWl0cy1zby1oYXJkLXRvLWZpZ3VyZS1vdXQtd2hvLXRvLXRydXN0LW9ubGluZS-YAqAfwAIC4AIA6gI4LzcwMS93cG5pLmJ1c2luZXNzL3RlY2hub2xvZ3kvdGhlLXN3aXRjaC9ibG9nL3RoZS1zd2l0Y2j4Av7RHpAD1giYA6QDqAMByAOdBOAEAZAGAaAGFA&num=0&cid=5GgZ6qXZVKhwEvaFoclL_Es9&sig=AOD64_0mpCIHtzW9JEBkaoNle-6G9Xqd-Q&client=ca-pub-3671346551221509&adurl=http://ibelong.unhcr.org/en/join/index.do%3Futm_source%3Dwashpost%26utm_medium%3Ddisplay%26utm_campaign%3DStateless
http://www.washingtonpost.com/blogs/the-switch
http://www.washingtonpost.com/blogs/the-switch/wp/2014/11/17/latest-ftc-enforcement-action-shows-why-its-so-hard-to-figure-out-who-to-trust-online/#
http://www.washingtonpost.com/people/andrea-peterson
mailto:andrea.peterson@washpost.com?subject=Reader%20feedback%20for%20'Latest%20FTC%20enforcement%20action%20shows%20why%20it%E2%80%99s%20so%20hard%20to%20figure%20out%20who%20to%20trust%20online'
http://www.ftc.gov/system/files/documents/cases/141117trustecmpt.pdf
http://www.ftc.gov/news-events/press-releases/2014/11/truste-settles-ftc-charges-it-deceived-consumers-through-its
http://www.truste.com/blog/2014/11/17/truste-ftc/?utm_source=rss&utm_medium=rss&utm_campaign=truste-ftc
http://games.washingtonpost.com/
http://www.washingtonpost.com/blogs/the-switch/wp/2014/09/25/the-ftc-was-built-100-years-ago-to-fight-monopolists-now-its-washingtons-most-powerful-technology-cop/
https://twitter.com/intent/follow?original_referer=http%3A%2F%2Fwww.washingtonpost.com%2Fblogs%2Fthe-switch%2Fwp%2F2014%2F11%2F17%2Flatest-ftc-enforcement-action-shows-why-its-so-hard-to-figure-out-who-to-trust-online%2F&region=follow_link&screen_name=kansasalps&tw_p=followbutton
http://www.washingtonpost.com/blogs/the-switch/wp/2014/11/17/latest-ftc-enforcement-action-shows-why-its-so-hard-to-figure-out-who-to-trust-online/#
http://www.washingtonpost.com/blogs/the-switch/wp/2014/11/17/latest-ftc-enforcement-action-shows-why-its-so-hard-to-figure-out-who-to-trust-online/#
http://www.washingtonpost.com/blogs/ask-the-post/discussion-and-submission-guidelines/
http://www.washingtonpost.com/blogs/ask-the-post/wp/2014/02/27/comments-what-is-a-preferred-commenter/
http://www.washingtonpost.com/blogs/the-switch/wp/2014/11/17/latest-ftc-enforcement-action-shows-why-its-so-hard-to-figure-out-who-to-trust-online/
http://www.googleadservices.com/pagead/aclk?sa=L&ai=Cplouii5sVL_FPIWYuAT4ioCoBJSw87wF9OaVk68Bzf30gQEQASDZ9dMXYGmgAZ2Nis4DyAEC4AIAqAMByAOdBKoEiwJP0IJNGjLrTJn9sPh8BgKHYJjTA12rqSD_i9YCnO5O0IoM1xBXAk3ce54HUwA5uAcKKuB0bPUEyIH8-E3Fz_0aKdWOyPcUb2wsmvI7C6zGuWQSb9oJa4OFo-jQOcA0wIikbu2rpdvjXtGP2axfp9S1kbcaCYtUYFcqwVeXShqrDyGUKHwMTp6Dqt4Rq0kEG5lSm4mDDEzAty0yJcorrniqQQ_B2v1AIzUpC-XlCGKEHf_PkY2jBKKDe_ht4QsM4Bk5lnmGEHKP4_8EEmM8U8UjdSZQqueDsgEaaLXLqci_JXXPWNgE-uYen0X99-MLOdz9mhLNaULdghOXMtI0rN9t2uZ4qv3B30PSHKXgBAGIBgGgBgKAB6TGqDE&num=1&cid=5GiWtvT1_5C0anT3ObULTJJW&sig=AOD64_2txxdTXWELM-zdIboWS8DcPff_lg&client=ca-pub-3980300725513096&adurl=http://www.nyfa.edu/g-landing/branding.php%3Futm_source%3DGoogle%26utm_medium%3Dcpc%26Keyword%3D%257Bkeyword%257D%26Ad%3D%257BCreative%257D%26utm_content%3Dtype%26Campaign%3DProspBrand(NYFA_Display)-Placements
http://www.washingtonpost.com/blogs/the-switch/wp/2014/11/18/data-is-ubers-business-but-protecting-it-may-be-its-largest-weakness/?tid=pm_business_pop
http://www.washingtonpost.com/business/technology/uber-executive-stirs-up-privacy-controversy/2014/11/18/d0607836-6f61-11e4-ad12-3734c461eab6_story.html?tid=pm_business_pop
http://www.washingtonpost.com/blogs/wonkblog/wp/2014/11/18/americas-favorite-really-bad-movies/?tid=pm_business_pop
http://www.washingtonpost.com/blogs/wonkblog/wp/2014/11/15/the-worlds-biggest-chocolate-maker-says-were-running-out-of-chocolate/?tid=pm_business_pop
http://www.washingtonpost.com/blogs/wonkblog/wp/2014/11/18/applying-to-college-where-to-go-if-you-want-the-highest-starting-salary/?tid=pm_business_pop
https://subscribe.washingtonpost.com/acquisition/?promo=dgpostmost_default&tid=s_022
http://www.washingtonpost.com/themost?tid=themost_sb_header
http://www.washingtonpost.com/
http://www.washingtonpost.com/politics/police-in-st-louis-agree-to-rules-of-engagement-for-protests-after-grand-jury-decision/2014/11/18/75107438-6f5a-11e4-893f-86bd390a3340_story.html?tid=pm_pop
http://www.theatlantic.com/
http://www.theatlantic.com/magazine/archive/2014/12/the-real-roots-of-midlife-crisis/382235/
http://www.staradvertiser.com/
http://feedproxy.google.com/~r/HonoluluStar-advertiserRss-Themost-WashingtonPost/~3/EWzmXgnODBg/283076981.html
http://www.washingtonpost.com/themost?tid=themost_sb_img
javascript:void(0)
javascript:void(0)
javascript:void(0)
javascript:void(0)
http://trove.com/?via=WashPostTroveWidget
https://trove.com/me/content/0WKwB?chid=144928&_p=trending&utm_source=wp&utm_medium=Widgets&utm_campaign=wpsrTrendingExternal-1-opt
https://trove.com/me/content/AlGWZ?chid=164222&_p=trending&utm_source=wp&utm_medium=Widgets&utm_campaign=wpsrTrendingExternal-1-opt
https://trove.com/me/content/OHWqr?chid=165442&_p=trending&utm_source=wp&utm_medium=Widgets&utm_campaign=wpsrTrendingExternal-1-opt
http://www.washingtonpost.com/
http://www.washingtonpost.com/actmgmt/help/
http://www.washingtonpost.com/terms-of-service/2011/11/18/gIQAldiYiN_story.html
http://www.washingtonpost.com/privacy-policy/2011/11/18/gIQASIiaiN_story.html
http://www.washingtonpost.com/discussion-and-submission-guidelines/2011/11/21/gIQAuvIbiN_story.html
http://www.washingtonpost.com/rss-terms-of-service/2012/01/16/gIQAadFYAQ_story.html
http://www.washingtonpost.com/how-can-i-opt-out-of-online-advertising-cookies/2011/11/18/gIQABECbiN_story.html
http://www.washingtonpost.com/blogs/the-switch/wp/2014/11/17/new-york-city-unveils-the-payphone-of-the-future-and-it-does-a-whole-lot-more-than-make-phone-calls/
http://www.washingtonpost.com/blogs/the-switch/wp/2014/11/17/latest-ftc-enforcement-action-shows-why-its-so-hard-to-figure-out-who-to-trust-online/#
https://account.washingtonpost.com/actmgmt/registration/login/long?destination=http://www.washingtonpost.com/blogs/the-switch/wp/2014/11/17/latest-ftc-enforcement-action-shows-why-its-so-hard-to-figure-out-who-to-trust-online/&nid=top_pb_signin

