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How state governments are addressing cybersecurity
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News about successful hacks of large companies seem to have become common place. In the recent Anthem cyber
attack, hackers accessed the names, birth dates, social security numbers, income, health status and many other
details for companies’ customers. At present, Anthem does not even know the total number of records breached but
estimates it to be “tens of millions”.

At present, government has been less affected by security breaches than the private sector. By late 2014,

the Privacy Right Clearinghouse (which maintains a list of all publicly reported data breaches) recorded only 27
incidents involving government entitles which included a data breach involving 800,000 employees and 2.9 million
customers at the U.S. Postal Service, 850,000 job seekers in Oregon, and background data on 25,000 underground
investigators at the U.S .Department of Homeland Security.

In speaking broadly about threats, General Vincent Stewart, Director of the Defense Intelligence Agency commented
that current intelligence gathering efforts afford a general awareness of threats but that tactically actionable
information is much more difficult to obtain. We suggest that this is also true about cyber security. In our recent article
The Vast Majority of the Government Lacks Clear Cybersecurity Plans, we examined how federal government
agencies addressed the issue of cybersecurity. Our findings indicated that federal agencies are unprepared. Half of
federal agencies make no mention of the need to secure IT systems nor do they address cybersecurity efforts in
detail.

We have also studied cybersecurity in state government IT plans. All states, with the exception of Alaska, publish an
IT strategic plan and we did a content analysis of these documents to assess each state’s cybersecurity positioning.
We conducted this research knowing that the National Association of State CIOs (NASCIO), when issuing its annual
list of priorities for state ClOs for 2015, exhorted state CIOs to examine a variety of security related concerns to
determine what constitutes “due care” in addressing them. Our purpose in conducting this analysis was to determine
how well states were conducting this “due care”.

As expected, our findings were mixed. We were able to identify two states that had strong efforts and performed
better than their peers.

Weak cybersecurity plans

All states mention cybersecurity in their plans. But, Vermont and Utah were virtually silent on the topic and only
touched on the need for cybersecurity in a general fashion. In these state plans, we saw little evidence of awareness
of cybersecurity as an issue and no evidence of any robust plans for addressing it.

Vermont’s plan discusses the need to modernize it’'s legacy systems. Security is only mentioned in passing and as
part of it's reporting of challenges raised in the prior year. Even in its discussion of operating IT more effectively,
security is not even mentioned. It's worth noting that its latest plan was developed in 2013 to cover 2013 — 2018.

If these states are addressing cybersecurity, we did not find evidence of it in their latest IT strategic plan. Given the
omnipresence of cybersecurity, we were surprised.

Aware but lacking in details

Most of the states fell into this category of acknowledging the problem. These states have solid IT strategic plans and
clearly mention the need for cybersecurity, however security does not figure prominently in their IT strategic plan. If
strategies exist, they are mostly focused on a single aspect of cybersecurity such as infrastructure management.

For example, Maryland reports, “...[anticipating] a significant surge in cyber security activities, especially in the areas
of planning, infrastructure hardening, and platform/network/application assessment and testing”. However, we
scoured the plan but, outside of this single reference to cyber security, we found no plans, strategies, or actionable
steps to implementing cyber security policies.

We are confident that these states understand the need for cybersecurity; their planning is only minimally effective
and fails to address all of the aspects of cybersecurity (including training, security processes, etc). We believe that
these states still have much work to do in order to fully address cybersecurity.

Addressing the problem

We put states into this category if they have a solid and robust recognition of the need for cybersecurity and a multi-
faceted plan.

For example, New Mexico has a robust plan for cybersecurity that relies on metrics. As part of defining its 10-part
plan for its new Information Technology Security Program, it uses a detailed metrics and reporting framework to
assess how well it is working.

Colorado has clear metrics and assigns specific responsibilities to official. For example, it tasks the Chief Information
Security Officer with:

(1) Insuring that more than 95 percent of its systems are monitored/evaluated in real time

(2) Insuring that more than 90 percent of its employees have taken security awareness training

(3) Reducing overdue security related audit findings by 5 percent every quarter

(4) Reducing the average number of new high-risks security finding not remediated within 60 days to less than 50
annually

The states in this group focus on far more than simple technology components. As Delaware’s plan aptly observes,
people are the weakest link in security. That state along with others stress training as the most cost effective way to
achieve cybersecurity.

Leaders in the field

We consider ldaho and Mississippi to be truly outstanding in their focus on cybersecurity. Similar to states in the
commendable group, they have a strong awareness of cybersecurity and take a multi-faceted approach. But these
states take it one step further.

Rather than relying on locally developed plans, these states rely heavily on the standards established by groups like
the National Institute of Standards and Technology (NIST). For example, Mississippi plans to align its “...Enterprise
Security Policy (ESP) and overall information security program with the National Institute of Standards and
Technology (NIST) Cybersecurity framework, the security controls defined in the 800 series of publications by NIST,
the recommendations in the National Governors Association’s Call to Action for Cybersecurity, and the Top 20 Critical
Security Controls maintained by the Council on Cybersecurity”.

Such an approach is the most cost efficient and effective way to enact standards and policies for cybersecurity. While
we are not asserting that all states should adopt NIST’s proposals, we are concerned that locally developed
standards may be inferior. Idaho and Mississippi have effectively applied these standards to their cybersecurity
policies and, by doing so, are likely to adopt a much more robust and effective cybersecurity protocol.

Idaho and Mississippi are highly consistent with the philosophy espoused by Stuart Davis, National Association of
State ClOs (NASCIO) President and CIO of Ohio, who calls on greater collaboration and resource sharing between
the states and the federal government in addressing the cyber security issue.

Best cybersecurity planning practices

We recommend that states closely examine and adopt standards, policies and procedures enacted by nationally
respected groups like NIST in order to jump start their cybersecurity planning.

States, unlike private sector firms, have the advantage of not being in competition with other states and so can adopt
and leverage these standards to provide better cybersecurity to the citizenry. Failure to do so is likely to stall effective
cybersecurity and leave states open for cyber threats.

Gregory Dawson

Gregory S. Dawson is an Assistant Professor in the Information Systems Department at the W.P. Carey School of Business and is also a Research
Fellow at the Center for Organization Research and Design also at Arizona State University. A former Partner with the PricewaterhouseCoopers
(PwC) government consulting practice and former Director at Gartner Consulting’s state and local government practice, his most recent series of
reports examine innovation in the public sector. He can be reached via gregorysdawson@gmail.com

W @GregDawsonPhD

Kevin C. Desouza
Nonresident Senior Fellow, Governance Studies, Center for Technology Innovation
W @KevDesouza

Kevin C. Desouza is a nonresident senior fellow with the Center for Technology Innovation. He also serves as the associate dean for research at
the College of Public Programs and is a professor in the School of Public Affairs at Arizona State University.

More Posts from Kevin > | View Expert Page >

Previous Next
« Why a Confucian revival and the Internet could have Where HITECH’s $28 billion of investment has gone  »
unexpected consequences for China

afe £ [in] o [SiE

TECHTANK

TechTank focuses on new developments in science and technology policy and how they affect health care, education, economic development,
innovation, and governance. Our goals are to highlight new data and ideas, and provide commentary on science and technology trends in the
United States and around the world.

View all blogs »

E NEWSLETTERS FROM BROOKINGS

@ Governance Studies Update

SUBMIT

CONTRIBUTORS TO THIS BLOG

Darrell M. West

Vice President and Director, Governance Studies
Founding Director, Center for Technology Innovation
W @DarrWest

Stuart N. Brotman

Nonresident Senior Fellow, Governance Studies, Center for Technology Innovation

Cameron F. Kerry
Ann R. and Andrew H. Tisch Distinguished Visiting Fellow, Governance Studies, Center for Technology Innovation
W @Cam_Kerry

Walter D. Valdivia
Fellow, Governance Studies, Center for Technology Innovation
W @WalterdValdivia

Niam Yaraghi
Fellow, Governance Studies, Center for Technology Innovation

W @niamyaraghi

Join the Conversation

Share your tech policy ideas

= Email Us
L] #TechTank

Blog Roll

AAAS SCIENCE INSIDER
DIGITIMES

FCC BLOG

HILLICON VALLEY

NEXTGOV

NYT BITS BLOG

OFFICE OF SCIENCE AND TECHNOLOGY POLICY
OPEN TECHNOLOGY INSTITUTE
RE/CODE

TAP BLOG

TECHCRUNCH

TECHDIRT

TECHNOLOGY POLICY INSTITUTE
THE SWITCH

THE VERGE

WIRED

Most Viewed Blog Posts

WHY ARE INTEREST RATES SO LOW?

WHY ARE INTEREST RATES SO LOW, PART 2: SECULAR STAGNATION
INAUGURATING ANEW BLOG

WHY ARE INTEREST RATES SO LOW, PART 3: THE GLOBAL SAVINGS GLUT

GERMANY'S TRADE SURPLUS IS A PROBLEM

GET UPDATES

TechTank

=] Email Alerts

RSS Alerts

RELATED RESEARCH u

OPINION
The Pendulum of Opinion on Security and Privacy

June 11, 2013, Paul R. Pillar

MORE FROM GOVERNANCE STUDIES u

BLOG POST

Alternative governance models for the air traffic control system: A user cooperative
versus a government corporation

April 6, 2015, Dorothy Robyn

Governance Studies »

BROOKINGS = NEE

RESEARCH EVENTS EXPERTS ABOUT BLOGS SUPPORT BROOKINGS

TOPICS GEOGRAPHY

Business and Finance Asia and the Pacific

Defense and Security Europe

Economics Latin America and the Caribbean
Education Middle East and North Africa
Energy and Environment North America

Fiscal Policy Russia and Eurasia

Global Development Sub-Saharan Africa

Health U.S. Metro Areas

International Affairs U.S. States and Territories

Law and Justice
Metropolitan Areas
Politics and Elections
Social Policy
Technology

U.S. Government

CONTENT TYPE RESEARCH ACTIVITIES

Research and Commentary Research Programs

Browse Books Economic Studies

Testimony Foreign Policy

Reports Global Economy and Development
Events Governance Studies

Metropolitan Policy Program
Centers

Projects

ABOUT BROOKINGS

The Brookings Institution is a private nonprofit organization devoted to independent research and innovative policy solutions. For nearly 100 years,
Brookings has analyzed current and emerging issues and produced new ideas that matter—for the nation and the world. More »

Brookings Institution Press Leadership
Executive Education Jobs & Internships
The Brookings Essay Media Relations
Brookings Live Contact

History

1775 Massachusetts Ave, NW, Washington, DC 20036
Contact Media Relations Jobs & Internships Brookings Doha Center

LANGUAGES ESPANOL X o°

© 2015 The Brookings Institution
Terms and Conditions Brookings Privacy Policy


http://www.brookings.edu/blogs/tags/cybersecurity
http://www.brookings.edu/blogs/tags/information-technology
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/experts/desouzak
http://www.brookings.edu/blogs/techtank/posts/2015/03/4-confucius-china-internet-schuman
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-hitech-response-onc-yaraghi
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/contributors/westd
http://www.brookings.edu/blogs/techtank/contributors/brotmans
http://www.brookings.edu/blogs/techtank/contributors/kerryc
http://www.brookings.edu/blogs/techtank/contributors/valdiviaw
http://www.brookings.edu/blogs/techtank/contributors/yaraghin
http://feedblitz.com/f/?track=http://feeds.feedblitz.com/brookingsrss/topfeeds/techtank
http://webfeeds.brookings.edu/brookingsrss/topfeeds/techtank?format=xml
http://connect.brookings.edu/update-your-subscriptions
http://www.brookings.edu/rss
http://www.facebook.com/brookings
http://www.youtube.com/user/BrookingsInstitution
https://twitter.com/BrookingsInst
http://www.brookings.edu/utility/podcasts
http://www.brookings.edu/
http://www.brookings.edu/research
http://www.brookings.edu/events
http://www.brookings.edu/experts
http://www.brookings.edu/about
http://www.brookings.edu/blogs
http://www.brookings.edu/support-brookings
http://www.brookings.edu/research/topics/business-and-finance
http://www.brookings.edu/research/topics/defense-and-security
http://www.brookings.edu/research/topics/economics
http://www.brookings.edu/research/topics/education
http://www.brookings.edu/research/topics/energy-and-environment
http://www.brookings.edu/research/topics/fiscal-policy
http://www.brookings.edu/research/topics/global-development
http://www.brookings.edu/research/topics/health
http://www.brookings.edu/research/topics/international-affairs
http://www.brookings.edu/research/topics/law-and-justice
http://www.brookings.edu/research/topics/metropolitan-areas
http://www.brookings.edu/research/topics/politics-and-elections
http://www.brookings.edu/research/topics/social-policy
http://www.brookings.edu/research/topics/technology
http://www.brookings.edu/research/topics/u-s-government
http://www.brookings.edu/research/topics/asia-and-the-pacific
http://www.brookings.edu/research/topics/europe
http://www.brookings.edu/research/topics/latin-america-and-the-caribbean
http://www.brookings.edu/research/topics/middle-east-and-north-africa
http://www.brookings.edu/research/topics/north-america
http://www.brookings.edu/research/topics/russia-and-eurasia
http://www.brookings.edu/research/topics/sub-saharan-africa
http://www.brookings.edu/research/topics/u-s-metro-areas
http://www.brookings.edu/research/topics/u-s-states-and-territories
http://www.brookings.edu/research/commentary
http://www.brookings.edu/about/press/browse
http://www.brookings.edu/research/testimony
http://www.brookings.edu/research/reports
http://www.brookings.edu/events
http://www.brookings.edu/about#research-programs/
http://www.brookings.edu/about/programs/economics
http://www.brookings.edu/about/programs/foreign-policy
http://www.brookings.edu/about/programs/global
http://www.brookings.edu/about/programs/governance
http://www.brookings.edu/about/programs/metro
http://www.brookings.edu/about#centers/
http://www.brookings.edu/about#research-projects/
http://www.brookings.edu/about/press
http://www.brookings.edu/about/execed
http://www.brookings.edu/series/the-brookings-essay
http://www.brookings.edu/multimedia/brookings-live
http://www.brookings.edu/about/history
http://www.brookings.edu/about/leadership
http://www.brookings.edu/about/employment
http://www.brookings.edu/about/media-relations
http://www.brookings.edu/about/contact
http://www.brookings.edu/about/contact
http://www.brookings.edu/about/media-relations
http://www.brookings.edu/about/employment
http://www.brookings.edu/about/centers/doha
http://www.brookings.edu/es/browse
http://www.brookings.edu/zh-cn/browse
http://www.brookings.edu/about/terms-and-conditions
http://www.brookings.edu/about/privacy-policy
http://www.brookings.edu/blogs/techtank
http://www.brookings.edu/blogs/techtank/posts/2015/03/4-confucius-china-internet-schuman
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-hitech-response-onc-yaraghi
http://www.dailyitem.com/news/editorial-cybersecurity-should-be-national-focus/article_fc15ec82-ae49-11e4-a3fc-1782c7f2ef4b.html
http://www.informationweek.com/government/cybersecurity/4-worst-government-data-breaches-of-2014/d/d-id/1318061
http://threatbrief.com/2015-worldwide-threat-assessment-defense-intelligence-agency/
http://www.brookings.edu/blogs/techtank/posts/2015/02/3-cybersecurity-federal-it-plans
http://www.nascio.org/topten/
http://www.nascio.org/newsroom/pressrelease.cfm?id=209
https://twitter.com/GregDawsonPhD
http://www.brookings.edu/blogs/experts/desouzak
http://www.brookings.edu/about/programs/governance
http://www.brookings.edu/about/centers/techinnovation
https://twitter.com/KevDesouza
http://www.brookings.edu/blogs/experts/desouzak
http://www.brookings.edu/experts/desouzak
http://www.brookings.edu/blogs/directory
http://www.brookings.edu/blogs/techtank/contributors/westd
http://www.brookings.edu/about/programs/governance
http://www.brookings.edu/about/centers/techinnovation
https://twitter.com/DarrWest
http://www.brookings.edu/blogs/techtank/contributors/brotmans
http://www.brookings.edu/about/programs/governance
http://www.brookings.edu/about/centers/techinnovation
http://www.brookings.edu/blogs/techtank/contributors/kerryc
http://www.brookings.edu/about/programs/governance
http://www.brookings.edu/about/centers/techinnovation
https://twitter.com/Cam_Kerry
http://www.brookings.edu/blogs/techtank/contributors/valdiviaw
http://www.brookings.edu/about/programs/governance
http://www.brookings.edu/about/centers/techinnovation
https://twitter.com/WalterdValdivia
http://www.brookings.edu/blogs/techtank/contributors/yaraghin
http://www.brookings.edu/about/programs/governance
http://www.brookings.edu/about/centers/techinnovation
https://twitter.com/niamyaraghi
mailto:techtank@brookings.edu
https://twitter.com/search?q=%2523techtank&src=typd
http://news.sciencemag.org/scienceinsider
http://www.digitimes.com/index.asp
http://www.fcc.gov/blog
http://thehill.com/blogs/hillicon-valley
http://www.nextgov.com/
http://bits.blogs.nytimes.com/
http://www.whitehouse.gov/administration/eop/ostp/blog
http://oti.newamerica.net/blogmain
http://recode.net/
http://www.techpolicy.com/Blog.aspx
http://techcrunch.com/
https://www.techdirt.com/
http://www.techpolicyinstitute.org/blog/
http://www.washingtonpost.com/blogs/the-switch/
http://www.theverge.com/
http://www.wired.com/
http://www.brookings.edu/blogs/ben-bernanke/posts/2015/03/30-why-interest-rates-so-low
http://www.brookings.edu/blogs/ben-bernanke/posts/2015/03/31-why-interest-rates-low-secular-stagnation
http://www.brookings.edu/blogs/ben-bernanke/posts/2015/03/30-inaugurating-new-blog
http://www.brookings.edu/blogs/ben-bernanke/posts/2015/04/01-why-interest-rates-low-global-savings-glut
http://www.brookings.edu/blogs/ben-bernanke/posts/2015/04/03-germany-trade-surplus-problem
http://www.brookings.edu/about
http://www.brookings.edu/
http://www.brookings.edu/ar/browse
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/research/opinions/2013/06/09-security-privacy-surveillance-phone-internet-terrorism-pillar
http://www.brookings.edu/research/opinions/2013/06/09-security-privacy-surveillance-phone-internet-terrorism-pillar
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#
http://www.brookings.edu/about/programs/governance
http://www.brookings.edu/blogs/fixgov/posts/2015/04/06-faa-user-cooperative-government-corporation-robyn
http://www.brookings.edu/blogs/fixgov/posts/2015/04/06-faa-user-cooperative-government-corporation-robyn
http://www.brookings.edu/blogs/techtank/posts/2015/03/5-state-cybersecurity-plans-dawson-desouza#

